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In this paper, a methodology to design instrument networks optimally selected for the use of
PCA-based monitoring in process plants is presented. Sensors are placed or signals are selected
to minimize the sum of investment cost and the cost of not detecting a fault. This optimization
problem is solved using Genetic Algorithms (GA). It is shown that for existing sensor networks,
the use of fewer signals than the available ones can be, in some cases, advantageous for
monitoring purposes.

Introduction

Nowadays chemical process industry produces a huge
amount of information readily available through Dis-
tributed Control Systems (DCS) and data acquisition
systems. However, if it is not appropriately processed,
this information is of limited use. Many industrial
applications have shown the ability of techniques as-
sociated with Multivariate Statistical Process Monitor-
ing (MSPM) to monitor chemical processes.1 Among
these methods, the PCA that builds a linear statistical
model of the process using the correlation present in
process data is the most widely used.

The first descriptions of PCA were introduced by
Pearson2 and Hotelling.3 Recently PCA methods have
been extended to perform fault detection and diagno-
sis.4,5 PCA can be applied without a model of the
process, in an easy and fast way, and without excessive
computational requirements. It performs a dimensional-
ity reduction of the process variables generating new
noncorrelated variables called Principal Components
(PCs). PCs and some related statistics can be used
online as part of a classification algorithm or an expert
system to perform fault diagnosis.6 Nevertheless, be-
cause of uncertainty, noise, disturbances, and nonlin-
earities, fault detection and isolation present many
difficulties.6-8

One of the key issues for the success of MSPM is the
quality of data. In addition, fault detection and isolation
depends on the number and placement of the different
sensors in a system. Therefore, it is important that
sensors are placed in the right location.

Articles that discuss the sensor placement problem
based on fault modeling have been published. They use
the information provided by a Direct Graph (DG) model9
and Signed Direct Graph (SDG) model.10 These studies
analyze the behavior of process signals when faults
occur to locate sensors in order to optimize fault isola-
tion. Bagajewicz11 presents a series of techniques to
locate instrumentation that are mostly based on the
assumption that data reconciliation is the monitoring
paradigm used to obtain unbiased estimators of process

variables with the required precision.12 In a more recent
article,13 he also presents a technique to isolate faults
together with the use of redundancy through data
reconciliation to obtain estimators of process variables.

In most of the articles dealing with PCA it is assumed
that the sensor network is already in place. Thus, the
relationship between sensor location and PCA perfor-
mance is rarely discussed in the literature. Recently,
Wang et al.14 utilized the algorithm proposed by Rag-
huraj et al.9 to select the set of sensors so as to optimize
fault detection and isolation. Although PCA is used to
test the algorithm results, the performance of PCA
monitoring, the importance of the faults, and the cost
of the sensors are not taken into account during the
sensor location procedure.

In this work, a design method for sensor placement
and signal selection that improves fault detection based
on PCA is presented. It considers sensors cost and the
different relative impact of faults/disturbances. PCA and
the means to identify a good quality PCA are first
reviewed. Next, a fault size penalization (FSP) model
is introduced. It penalizes the sensor network taking
into account the size of the faults at the detection time.
Then, a GA is used to improve the sensor network
performance by minimizing the sensors cost and, more
importantly, the FSP. Finally, the procedure is validated
using two relevant case studies.

Model Building Performance Measures

Consider a matrix X (of dimension m × n) containing
data corresponding to m samples of n process variables.
Each column of X is supposed to follow a normal
probability distribution and must be normalized with
zero mean and unit variance. Let Xh be this normalized
data matrix, and R its corresponding correlation matrix:

Then, performing singular value decomposition on R,

a diagonal matrix Dλ ) diag(λ1, λ2, ..., λn) where λi are
the eigenvalues of R sorted in decreasing order λ1 >
λ2 > ‚‚‚ > λn, is obtained. We note that R is square and
symmetric, so that the generalized SVD, which is
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applied to nonsymmetric matrices, reduces to the above
presented case. The corresponding eigenvectors pi (col-
umns of U) are the principal components and form an
orthonormal base in Rn. It is possible to divide the
principal components in two orthogonal sets, P )
[p1, p2, ..., pA] and Ph ) [pA+1, pA+2, ..., pn]. The first
containing most of the process variance and the second
describing the variance due to the noise (called the
residual subspace). Methods to select the proper number
of PCs are reviewed by Himes et al.15

A reduction of dimensionality is made by projecting
every normalized sample vector x′ in the principal
component space generated by P, obtaining t ) PTx′,
which is called the principal score vector. Because of
the normalization of Xh , when the process is in control,
x′ is projected at the origin, or in its proximity. Then,
the state of the process can be monitored using the
Hotelling’s statistic, which is a measure of the Mahal-
anobis distance to the origin of the new space,

The test consists of declaring normal operation if
T2 e δT

2, where δT
2 is the control confidence limit of T2.

However, monitoring based only on this statistic is not
sufficient because it only shows the deviations in the
principal components subspace. If new data are not
contained in the reference set of data, the projection of
the new observation will move to the residual space, and
it is possible that the anomaly is not detected by the T2

test. To detect this kind of deviation the Squared
Predictive Error statistic (SPE), also called Q statistic,
is usually used. SPE is defined as the sum of the
quadratic error between x′ and the reconstructed signal
after the dimensionality reduction

Thus,

if SPE e δSPE
2, where δSPE

2 is the control limit for SPE,
the data vector is declared normal.

The threshold limits δT
2 and δSPE

2 can be obtained in
different ways.17,16 In this work thresholds are fixed in
such a way that a certain percentage (typically 1% and
5%) of the statistics values are under them.

Fault Detectability

Wang et al.19 derive sufficient conditions so that a
fault is detectable, that is, the SPE or T2 statistics
exceed the control limit. They are summarized next.

T2 Detectability. Let us suppose that in a process
there exist J faults considered of importance. If a set of
located sensors is given, it is possible to describe each
fault Fj in the fault set {Fj}j)1

J by a corresponding
subspace in Rn. This subspace is called a fault sub-
space.18 Let {Θj}j)1

J , be a set of orthonormal basis that
describes the fault subspaces, then Θj ∈ Rn×lj where n
is the number of sensors and lj is the dimension of the
jth fault subspace (i.e. lj is the number of dimensions
in which the fault impacts). In the case of unidimen-
sional faults, that is, faults that affect only one process
variable, Θj is a vector of dimension n with unit norm.
In case of a single fault with multiple dimensions, that
is, faults that affect several process variables, Θj is

chosen to be orthonormal of dimension n × lj and each
column of Θj is zero except for a 1 (or -1 depending on
the sign of the deviation) in the affected variable. The
vector of coordinates of a fault fj ∈ Rlj is defined as the
deviations that the fault Fj causes in the process
variables. Note that the value of the elements of fj may
change depending on how the actual fault develops. The
fault magnitude is defined as ||fj||.

When a fault occurs the vector of measured process
variables x′ can be expressed as follows

where x0 represents the measurements under normal
conditions and the second term represents the deviation
introduced by the fault. Therefore, the value of T2 can
be evaluated using the following expression

Since, the expression

is true, and ||Dλ
-1/2PTx0|| e δT by construction, it follows

that the sufficient condition for fault detectability using
the T2 statistic is

A more restrictive sufficient condition is found taking
into account that

which is equivalent to

SPE Detectability. When a fault occurs, the SPE
statistic is given by

However,

and since ||C̃x′|| e δSPE; then

But since

one can write the following more restrictive condition:

where ||fTj|| and ||fSPEj|| are said to be the critical fault
magnitudes (CFMs). They are approximations to the
minimum fault magnitude ||fj|| detectable in the T2 and
SPE tests, respectively.

Based on the detectability conditions one can formu-
late the optimization problem that allows selecting the
best set of sensors. The problem can be expressed as
one that minimizes both the sensor costs and the cost

T2 ) ||Dλ
-1/2PTx′|| (3)

∆x′ ) x′ - PPTx′ ) (I - PPT)x′ ) C̃x′ (4)

SPE ) ||C̃x′||2 (5)

x′ ) x0 + Θj fj (6)

T2 ) ||Dλ
-1/2PTx′||2 ) ||Dλ

-1/2PT(x0 + Θj fj)||2 (7)

||Dλ
-1/2PTx′|| g |||Dλ

-1/2PTx0|| - ||Dλ
-1/2PTΘj fj||| (8)

||Dλ
-1/2PTΘj fj|| g 2δT (9)

||Dλ
-1/2PTΘj||·||fj|| g ||Dλ

-1/2PTΘj fj|| g 2δT (10)

||fj|| g ||fTj
|| ) 2σmax

-1(Dλ
-1/2PTΘj)δT (11)

SPE ) ||C̃x′||2 ) ||C̃x′ + C̃Θj fj||2 (12)

||C̃x′|| g |||C̃x0|| - ||C̃Θj fj||| (13)

||C̃Θj fj|| g 2δSPE (14)

||C̃Θj||·||fj|| g ||C̃Θj fj|| (15)

||fSPEj
|| ) 2σmax

-1(C̃Θj)δSPE (16)
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associated to the CFMs. This minimization should take
into account the different importance of the faults.

Fault Size Penalization Model

We define a sensor network using a binary vector Qi.
Each element of Qi represents the presence or absence
of a sensor. The length of Qi is equal to the number of
process variables that can be potentially measured (N)

Let suppose that {Xh j}j)1
J is a set of data matrices,

each matrix corresponding to a given abnormal state of
the process. The columns of Xh j are the sensor measure-
ments under abnormal state. Since they are normalized
with the mean and variance of the normal state, some
of them are deviated and their means are not null.

To evaluate the performance of the sensor network
Qi, the Minimum Critical Fault Magnitudes (MCFMi,j)
are defined as follows

where ||fTi,j|| and ||fSPEi,j|| are the CFMs corresponding
to each Fj when PCA is performed using the signals
selected by Qi. MCFMi,j represents approximately the
lower fault magnitude of Fj to be detectable either by
the T2 or SPE tests.

The performance of Qi is penalized by a weighed sum
of the MCFMi,j; this penalization is called Fault Size
Penalization FSPi and is given by

where the weights wi,j should be selected reflecting the
importance of Fj in relation to other abnormal states.

As a rule, faults must be detected before process
variables reach any value that can cause shut downs,
hazardous situations, and so on. Therefore, it must be
taken into account that the process can only deal with
a certain range of process variable values. The limits of
the process variables are called Process Deviation
Limits (PDL). On the other hand, some small distur-
bances (e.g. due to process noise) might not be of
interest. If knowledge about these limits is available,
they can be introduced into the FSP model by defining
two penalization bounds:

(i) fsupi,j is defined as the size of Fj at which the fault
has to be compulsory detected when Qi is used. If the
MCFM related to this fault and sensor network is
greater than this limit, the FSP is considered infinite.

(ii) If the MCFM is under a lower limit finfi,j, the
related FSP is zero. That is to say, a deviation of size
inferior of finfi,j is considered as noise, and its lack of
detection is not penalized.

To obtain fsupi,j, the process data matrices (Xj) are
inspected in order to find the process data vectors when
any process variable exceeds one of the prespecified
limits (PDL). Lets x°j be the process data vectors
sampled in this situation for each of the faults (one for
each fault). Therefore, the normalized versions of x°j are
the fault parameters vectors of Fj at which the fault has
to be compulsory detected (say f °j) (see eq 6). If all the

process variables are measured, fsupi,j can be defined
directly as the norm of f °j. However, if only some of
them are measured (i.e. the sensor Qi is used), fsupi,j can
be calculated as

where “*” is the Hadamark product of vectors (element
by element multiplication).

On the other hand, a conservative estimation of
finfi,j is

where σk is the variance of the kth column of the
normalized data matrix under normal operational con-
ditions Xh . Since the data vectors are normalized

where ni is the number of sensors used in Qi. Therefore,
with this estimation, finfi,j depends only on the number
of selected sensors and is independent of the fault.

Finally, the FSP model can be summarized as follows:

Although the FSP bounds change depending on the
selected sensor network Qi (eqs 21 and 22), the penal-
ization associated with a given deviation has to remain
the same and must be independent of Qi. Thus, it should
be only a function of f °j. Then, a new set of constants
is defined as the penalization assigned to Qi when it
detects Fj at the size fsupi,j. This constant, which is called
Maximum Fault Size Penalization (MFSP), is defined
as the penalization assigned to Qi when MCFMi,j ) fsupi,j
(Figure 1). Therefore, the penalization weigths are
defined by

Qi ) [q1 q2 ... qN-1 qN] (17)

MCFMi,j ) min{||fTi,j
||, ||fSPEi,j

||} (18)

FSPi,j ) wi,j·MCFMi,j (19)

FSPi ) ∑
j)1

J

FSPi,j (20)

Figure 1. FSP model for the same fault and two different sensor
networks.

fsupi,j
) ||f°j * Qi|| (21)

finfi,j
) ||[σ1, ..., σN] * Qi|| (22)

finfi,j
) ||[1, ..., 1] * Qi|| ) nixni (23)

FSPi,j )

{0 MCFMi,j < finfi,j

wi,j (MCFMi,j - finfi,j
) finfi,j

< MCFMi,j < fsupi,j

+∞ MCFMi,j > fsupi,j

(24)
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Besides the minimization of the FSP, the cost of the
located sensors should be taken into account during
sensor network design. Thus, the cost of every sensor
is estimated (ck), and a sensor cost vector is defined as
follows:

Consequently, the cost of the sensor network can be
written as

Finally, the objective function (OF) is defined as the
sum of both penalty indexes, FSP and SNC:

This OF can be seen as a global penalty index of the
sensor network. Note that both partial indexes and the
OF depend on the selected set of signals. To improve
the integration of the penalty indexes, this global
objective function may be extended to be a true cost
associated to Qi. To do that it is sufficient to define the
MFSPj in terms of an economic penalization. In this
way, the global penalty index of the sensor network is
expressed in economics terms. We note, in addition, that
one can consider that faults have some other effects that
are not always measurable in economic terms. Thus, one
can consider different weights in a goal programming
approach to investigate how the sensor network needs
to be constructed for a different relative importance of
cost in the objective.

The model developed can be used to evaluate the
performance of sensor networks of existing plants or
simulated ones. Moreover, the model can be integrated
into an optimization algorithm to attain the optimal
performance of the sensor network. Optimization algo-
rithms can be used either to select signals of processes
with an existing sensor network or to decide the best
location of sensors when designing the plant.

Genetic Algorithm Approach

We chose a Genetic Algorithm (GA) technique to solve
this problem, which is part of a vast class of stochastic
algorithms that consider many points in the search
space simultaneously and therefore have a reduced
chance of converging to a local optima.20

In the classical GA formalism Figure 2, a set of Nind
candidate solutions (population) are generated ran-
domly. The potential solution in the multidimensional
search space (individual) is coded as a vector, called
chromosome (which consists of a string of genes, each
representing a single feature).

The goodness of each individual in the population is
evaluated by utilizing a prespecified fitness criterion Φ.
Upon assessing fitness of all the chromosomes in the
population, a new generation of individuals is created
from the current population by using the selection,
crossover, and mutation operators.21,22

One of the main steps in a GA approach is the
codification of the individuals. In the proposed algorithm

each chromosome represents a sensor network Qi and
is codified as in eq 17.

The individuals are considered to be more fit if their
penalty index OF value is lower. Therefore the fitness
is evaluated as the inverse of OF

The roulette-wheel selection and multipoints cross-
over operators have been used. Half of the individuals
(Nind/2) has been selected to be crossed in each genera-
tion. The mutation probability Pm is usually much lower
than the crossover probability Pc (Pm ) QS/Lind). Once
mutation has been applied, a new set of Nind/2 individu-
als is available. This new set of individuals is then
merged with the best fitted Nind/2 individuals of the
previous generation to obtain a new generation of Nind
individuals. The algorithm is stopped when the number
of generations reaches a predefined maximum value,
and when the current population does not give sufficient
improvement compared with the population G genera-
tions before (typically G ) 5).

To calculate the fitness of each individual (eqs 11, 16,
18, 21, 22, 25, and 29) the following tasks have to be
performed in advance: (i) sensors cost estimation, (ii)
f °j and MFSPj definition, and (iii) fault subspace
estimation (Θj).

The first two tasks have been already discussed. The
estimation of Θj for sensor faults, which are in general
unidimensional, is straightforward. However, in process
faults, which are in general propagated to several
sensors, the fault subspace is multidimensional, and its
estimation becomes more difficult. Methods such as DG9

and SDG10 can be used. The estimation of the fault
propagation has not been done in this paper using these
techniques; instead of that an outlier detection method
is proposed to investigate such fault propagation. This
method has shown to be good enough to apply the
proposed algorithm in two case studies. In any case, a
fault subspace defined this way, by containing essential

wi,j )
MFSPj

(fsupi,j - finfi,j
)

(25)

C ) [c1 c2 ... cN-1 cN] (26)

SNCi ) ∑
k)1

N

qk·ck (27)

OFi ) FSPi + SNCi (28)

Figure 2. GA optimization loop.

Φi ) 1
OFi

(29)
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characteristics of the deviations, is good enough to
evaluate the CFMs19 and then the MCFM.

Case Studies

Case Study I: Chemical Plant with Recycle. The
first case study was proposed by Belanger and Luyben.23

The plant has two main operating units: a reactor and
a stripper (Figure 3). Fresh feed, consisting of reactant
A and some product B, is fed to the reactor. The reactor
is a continuous stirred tank. The irreversible reaction
that occurs is of first order: A f B. The reactor output
is fed to the stripper, where most of unreacted A is
separated from product B. The plant’s product, with a
small mol fraction of A (XAB) is obtained at the stripper’s
bottom. The stripper’s output at the top is recycled to
the reactor. The physical properties of the components
are the same except for the relative volatility. The
reaction rate is given by r ) VR × k × Xf, where r is the
rate of reaction, VR is the holdup of the reactor, k is the
reaction rate constant, and Xf is the mol fraction of A
in the reactor. To apply the proposed methodology in
this case study, data from a process simulator built in
Matlab have been used.

The considered fault conditions and the penalization
(MFSPj) can be seen in Table 1. Table 2 lists the 13
potentially measured process variables, the estimated
costs of the associated sensors and the deviation limits
for the process variables. As was explained in section

[*], process data (Xj) are compared with these limits in
order to find the data vector when any of the limits is
exceeded (x°j). Figure 4 shows the profile of Xf, which is
the first variable that goes out of bounds for F1, F2, and
F4, and its deviation limits for all the fault cases. Note
that Xf is not controlled. A process data vector is
obtained for each fault case x°j in these situations. Then,
a normalized version of them f °j is easily obtained
(subtracting the process variables mean and dividing
by the process variables variance). In the case of F3, the
limits are not exceeded for any variable. This is due to
the fact that the control valve hides the leak and the
disturbance is not propagated to other process variables.
Therefore, the economic impact of this fault is directly
related to losses of vapor. In this case study a 1% vapor
leakage is considered as the maximum limit. x°3 corre-
sponds to a data vector obtained when a leakage of this
size occurs.

Usually, the presence of noise in the data matrices
involves the fact that deviations due to noise are

Figure 3. Case study I: process flow-sheet.

Table 1. Case Study I: Faults Definitions

fault name description MFSPj [$]

F1 VR level sensor drift 10000
F2 VR level sensor bias 10000
F3 steam leak in the reboiler 5000
F4 failure in reactor’s output pump 10000

Table 2. Case Study I: Potentially Located Sensors and
Variables Characteristics

index description ck SS value PDL (%)

q1 column input
composition

5000 0.376 +10, -5

q2 distillate flow 500 1.4 kmol‚min-1 (10
q3 condenser valve 50 40.91%
q4 condenser level 50 10.14 Kmol (10
q5 product flow 500 1.8 kmol‚min-1 (10
q6 column base valve 50 42.4% (10
q7 column base level 50 10.18kmol (10
q8 steam flow 500 12.63 kmol‚min-1 (10
q9 steam valve 50 52.7%
q10 output composition 50 0.1 (10
q11 reactor level 50 750.64 Kmol (10
q12 reactor output flow 50 3.2 kmol‚min-1 (10
q13 reactor input flow 500 3.2 kmol‚min-1 (10
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attributed to the faults. Therefore, the robustness of the
evaluation of the fault propagation is improved by
analyzing a filtered version of each of the process
signals. The signals stored in the normalized data
matrices are filtered as follows:

Next, the signals are tested using a simple robust
scaling algorithm based on the well-known “3δ edit
rule”.24 This rule states that when |x′F| > 3 the variable
is considered to be deviated from its normal state. The
test is then performed on the filtered version of x°j.
Results are presented in Table 3. Using this informa-
tion, the fault subspaces can be easily defined. They are

When F4 occurs, most of the variables are deviated. The
fault parameter vector at which F4 has to be compulsory
detected results

Sensor q11 is the most influenced by this fault and
because this sensor is not expensive (Table 1) compared
to MFSP4 (Table 2), it is expected that the algorithm
will select it. Moreover, from Θ3 it can be seen that only
q8 and q9 are influenced by F3. Thus, one of them should
be in the selected sensor network.

The algorithm was applied with an initial population
of 130 (i.e. 10‚N) individuals, QS ) 0.7 and NG ) 10.
The sensor network representing the best individual is
as follows

and its related costs are FSPS1 ) $8508, SCS1 ) $600,
and OFS1 ) $9108. As it was expected, q9 and q11 have
been selected in order to detect F3 and F4. Only one
additional sensor (q2) is located to detect all the faults
in an optimal way. To sum up, the algorithm suggests
picking the sensors of the distillate flow and opening of
the steam valve and reactor level. It is important to note
the correlation between the result obtained and the set
of faults initially defined.

Next, the performance of QS1 was compared with
another sensor network (QA), which contains additional
sensors used to measure other signals disturbed by the
defined faults

The costs are FSPA ) $1 069 462, SCA ) $7000, and
OFA ) $1 076 462. It can be seen that not only the
sensors cost increases but also the FSP, which imply
an inferior detection performance. Figure 5 shows the

Figure 4. Case study I: deviation of the column input composi-
tion in all the considered fault cases.

x′F(t) ) mean(x′(t), x′(t - Ts), x′(t - 2Ts),
x′(t - 3Ts), x′(t - 4Ts)) (30)

Θ1 )

[-1 0 0 0 0 0 0 0 0 0 0 0 0
0 -1 0 0 0 0 0 0 0 0 0 0 0
0 0 -1 0 0 0 0 0 0 0 0 0 0
0 0 0 -1 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 -1 0 0 0 0 0
0 0 0 0 0 0 0 0 -1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 -1 0
0 0 0 0 0 0 0 0 0 0 0 0 -1

]T

(31)

Θ2 ) [-1 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 -1 0 0 0 0 0 0 0 0
0 0 0 0 0 -1 0 0 0 0 0 0 0
0 0 0 0 0 0 -1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 -1 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 1

]T

(32)

Table 3. Case Study I: Fault Incidence

q1 q2 q3 q4 q5 q6 q7 q8 q9 q10 q11 q12 q13

F1 -1 -1 -1 -1 0 0 0 -1 -1 0 0 -1 -1
F2 -1 1 1 1 -1 -1 -1 1 1 -1 1 1 1
F3 0 0 0 0 0 0 0 1 1 0 0 0 0
F4 -1 -1 -1 -1 -1 -1 -1 -1 -1 0 1 -1 -1

Θ3 ) [0 0 0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0 ]T

(33)

Θ4 )

[-1 0 0 0 0 0 0 0 0 0 0 0 0
0 -1 0 0 0 0 0 0 0 0 0 0 0
0 0 -1 0 0 0 0 0 0 0 0 0 0
0 0 0 -1 0 0 0 0 0 0 0 0 0
0 0 0 0 -1 0 0 0 0 0 0 0 0
0 0 0 0 0 -1 0 0 0 0 0 0 0
0 0 0 0 0 0 -1 0 0 0 0 0 0
0 0 0 0 0 0 0 -1 0 0 0 0 0
0 0 0 0 0 0 0 0 -1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 -1 0
0 0 0 0 0 0 0 0 0 0 0 0 -1

]T

(34)

f °4 ) [89,52,76,63,52,61,52,64,64,0,12658,58,28]
(35)

QS1 ) [0 1 0 0 0 0 0 0 1 0 1 0 0 ] (36)

QA ) [0 1 1 0 0 1 0 1 1 0 1 1 1 ] (37)
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comparison in the monitoring performance of these two
individuals in case of a small steam leak in the reboiler
(0.1%). Only the PCA monitoring system that uses QS1
detects the fault because its SPE statistic clearly
exceeds the 99% control limit. The statistics generated
by using QA are also deviated, but these deviations are
not enough to exceed the control limits. It can be noted
that the use of more signals add more variance to the
model. Then, the control limits end up being higher for
QA. Most of the cost related to QS1 are due to the FSP,
and the sensors costs are negligible. The algorithm was
run again considering that the sensors costs are 10
times higher than the previous values and the MFSP
are 10 times lower. The solution is again the same

(QS2 ) QS1), and the new related costs are as follows:
FSPS2 ) $851, SCS2 ) $6000, and OFS2 ) $6851. These
results show that in this case there is not a notable
tradeoff between the two objectives (i.e. low sensor costs
and good detection performance). On the contrary, the
sensor network with the best detection performance (i.e
low FSP) has also a low cost (i.e. low SC).

Case Study II: Tennessee Eastman Process. The
proposed scheme was also applied to a well-known
benchmark, the Tennessee Eastman Process (TE).25 It
involves the production of two products, G and H, from
four reactants, A, C, D, and E. Additionally, there are
two side reactions that occur and an inert B. All the
reactions are irreversible and exothermic. There are 41
measured process variables and 12 manipulated vari-
ables.

In this work the decentralized control system pro-
posed by McAvoy and Ye26 has been used (Figure 6).
The MATLAB simulation procedure follows that of
Singhal.27,28 The process disturbances listed in Table 4
have been simulated from time ) 2 h to time ) 50 h
with a sample time of Ts ) 1 min. The complete set of
data includes measured and actuators signals

We used our method to analyze the fault propagation.
Table 4 shows an estimation of the costs associated to
each fault. As discussed, these costs do not have to be
rigorous, but the relative importance of the faults has
to be taken into account. The sensors that are used for
control purposes are considered of null cost.

The initial population for the GA is set to 520 (i.e.
10‚N), NG ) 50, QS ) 0.7, and G ) 10.

Figure 5. Case study I: comparison between of the detection
performance of QS1, QA, and QS2 in case of a steam leak of 0.1% in
the reboiler.

Figure 6. Tennessee Eastman process flow-sheet.

X ) [measurements
actuators signals ] (38)
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The resulting individual (QS) has sensors in the
positions 15, 21, 22, 32, 43, and 50. QS uses only sensors
already used by the control system; therefore, it involves
low investment costs.

To analyze its performance, QS has been compared
with a sensor network proposed in CG98. This indi-
vidual is called QA and contains sensors in the positions
1, 2, 3, 4, 5, 6, 9, 10, 11, 13, 14, 16, 18, 19, 21, and 22.
One PCA model has been built for each sensor-network
and implemented in the TE simulator.

From the point of view of the proposed fitness evalu-
ation, QA is unfeasible, (i.e. FSP f ∞), because it cannot
detect IDV(3). Another comparison has been made using
a reliability index in the different cases. The reliability
has been defined as the percentage of sample statistics
out of the control limits. Control limits have been set
to 99% of confidence so that 1% of sample statistics are
outside the control limit in normal operation. The
reliability was calculated for all disturbances, for both
statistics (SPE and T2) and for both individuals (QA, QS).
Table 5 and Figures 7 and 8 show how the sensor
network QS can clearly detect IDV(3) which is not
detected by QA. On the other hand, QA has a better
performance (higher reliability) in disturbances IDV-
(10), IDV(11), and IDV(12), but QS can also clearly
detect them. It should be noted that neither QS nor QA
detect IDV(4) and IDV(9). That is mainly due to the fact
that the necessary sensors to detect them are more
expensive than the FSP (at the simulated size).

Conclusions

A performance index for sensor networks has been
introduced. It deals with two objectives, the sensor
network costs and the detection capabilities of a PCA

monitoring system that use its signals. A genetic
algorithm that maximizes the performance index has
been presented. Finally, the complete methodology has
been tested using two relevant case studies.

Although it may seem that there is a tradeoff between
the two objectives, it is shown that it is possible to
improve fault detection performance of PCA monitoring
systems without increasing sensor network costs. Add-
ing sensors in the network does not imply an improve-
ment in fault detection; on the contrary, it could be in
detriment of the detection performance.

Table 4. Disturbances and Faults in the TE Process

disturbance description type MFSPj [$]

IDV(1) A/C feed ratio, B composition constant (stream 4) step 7500
IDV(2) B composition, A/C feed ratio constant (stream 4) step 25000
IDV(3) D feed temperature (stream 2) step 95000
IDV(4) reactor cooling water inlet temp step 2500
IDV(5) condenser cooling water inlet temp step 10000
IDV(6) A feed loss (stream 1) step 500000
IDV(7) C header pressure loss-reduced availability (stream 4) step 500000
IDV(8) A, B, C feed composition (stream 4) random variation 15000
IDV(9) D feed temperature (stream 2) random variation 35000
IDV(10) C feed temperature (stream 4) random variation 5000
IDV(11) reactor cooling water inlet temperature random variation 15000
IDV(12) condenser cooling water inlet temperature random variation 35000
IDV(13) reaction kinetics slow drift 1000
IDV(14) reactor cooling water valve sticking 3750

Table 5. Reliability for QA and QS (Ts ) 1 min)

SPE reliability T2 reliability

IDV QA QS QA QS

1 99.86 93.81 99.72 100.00
2 99.58 91.02 98.78 99.58
3 1.77 3.63 1.39 23.20
4 3.68 1.07 1.97 2.38
5 1.90 0.65 1.21 1.37
6 99.96 100.00 99.96 100.00
7 99.96 91.91 99.96 100.00
8 99.17 80.01 98.89 99.28
9 5.14 3.27 4.65 5.12
10 85.80 21.00 21.17 76.56
11 78.97 59.96 23.91 26.29
12 70.91 35.40 35.33 55.56
13 94.30 72.81 91.74 95.72
14 28.84 37.36 3.29 11.60

Figure 7. PCA detection results of IDV(3) (at time ) 2 h) when
QA is used.

Figure 8. PCA detection results of IDV(3) (at time ) 2 h) when
QS is used.
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Nomenclature

A ) reactant
B ) product
CFMs ) critical fault magnitudes
C ) sensor costs matrix
Dλ ) eigenvalues diagonal matrix
F ) fault
FSP ) fault size penalization
FCsup ) superior fault cost
fj ) fault parameter vector
f °j ) fault parameters vectors of compulsory detection
fsupi,j ) size at which Fj have to be detected when Qi is used
finfi,j ) maximum size of Fj considered as noise when Qi is

used
fSPE ) critical fault magnitude in the residual subspace
fT ) critical fault magnitude in the PC subspace
l ) fault subespace dimension
J ) number of considered faults
k ) reaction rate
Lind ) individual length
N ) number of potentially located sensors
m ) number of samples in X
MCFM ) minimum critical fault magnitude
ni ) number of variables measured by the sensor network

Qi
n ) number of measured process variables
Nind ) number of individuals in each generation
OF ) objective function
P ) principal component matrix
PDL ) process deviations limits
Pc ) crossover probability
Pm ) mutation probability
Q ) sensor network
R ) data correlation matrix
r ) reaction rate
SNC ) total sensor cost
SPE ) squared predicted error statistic
T2 ) Hotteling’s statistic
VR ) reactor hold up
w ) FSP by unit of fault magnitude
X ) data matrix
Xh ) normalized data matrix
x′ ) normalized sample vector
XAB ) mol fraction of A in the stripper bottom stream
XA00 ) mol fraction of A in the fresh feed
Xf ) mol fraction of A in the reactor
xF ) filtered sample vector

Greek Characters

R ) relative volatility
∆x′ ) residual vector
δ2

SPE ) SPE confidence limit
δ2

T T2 ) confidence limit
Φ ) fitness function
Θj ) fault orthonormal base

Subscripts

i ) sensor network
j ) fault
k ) sensor position

Acronyms

DCS ) distributed control systems
DG ) direct graph
FSP ) fault size penalization
GA ) genetic algorithms
MSPM ) multivariate statistical process monitoring
PCA ) principal component analysis
PCs ) principal components
SDG ) signed direct graph
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