Symantec AntiVirus Group Configuration Settings

Department Configuration Sheet

Please fill this form out and upload it in a “request help” form at http://support.ou.edu.  The current IT configuration sheet can be downloaded at http://support.ou.edu under Knowledge Base > Virus Protection > Symantec Virus Protection. 
Department Name:______________________________ 

Network Administrator Information

Name:_____________________________________


Email:_____________________________________

Phone #___________________________________

Secondary Contact Information (Also allowed to request changes)

Name:_____________________________________


Email:_____________________________________

Phone #___________________________________

Request Status:

 FORMCHECKBOX 
  New Group on Symantec Parent Server

 FORMCHECKBOX 
  Edit Existing Group on Symantec Parent Server—Please highlight changes in this document.
 FORMCHECKBOX 
  Delete Existing Group on Symantec Parent Server

How will we identify your computers to put them in your Parent Server Group?
 FORMCHECKBOX 
  Subnet(s)  

Subnet(s)___________________________  i.e.  16, 93, 112
 FORMCHECKBOX 
  Computer Name Convention


Computer Name Prefix_________________ i.e. “IT-“, should match what AD is using to run logon script.
GRC.DAT

 FORMCHECKBOX 
  I would like the GRC.DAT sent to me so I can push it behind our firewall.
Client Scheduled Scans

These Feature Selections apply only to desktops and laptops running SAV Client. The Client Scans can be configured from the hierarchy of a Client Group or from the hierarchy of a SAV CE server where selecting Scheduled Scans allows for the creation of named Scheduled Scans from the Client tab. 

	Menu Level
	Functionality/Option
	Feature Choices
	Feature Selection
	Default Feature Selection
	Description
	Lock

	1
	Create or Edit Scheduled Scan
	Displays a list of Created scheduled scans with selection buttons for New, Edit, Delete and Start Scan which displays the next level for configuration or action
	
	List Displayed
	A periodic scan is required in order to locate infections possible to detect with newer virus definitions that were not detected with older virus definitions.
	

	2
	Enable Scan
	Checkbox to enable
	
	Checked
	The specific scan selected from all available scans and the options associated with the scan will be enabled and triggered on AV Clients at the scheduled time with the configuration designated
	

	2
	Scan Name
	Entry field: specific name applied to this scheduled scan. This name is logged when the scan starts and stops.
	
	Administrator Scan
	Arbitrary name
	

	2
	Scan Frequency
	Specifies how often a scheduled scan runs. The missed event Feature Selection will cause the scheduled scan to run upon the start of Symantec AntiVirus if it starts within the period specified after the scan was supposed to run.
	
	Daily at 12:00 PM with a missed event Feature Selection of 8 hours
	Weekly scans are considered sufficient. To ensure the scan has the best chance at running the missed event option is set.
	

	3
	Advanced – Missed Event
	Field entry for variable of hours or days based upon the frequency
	
	8 hours for daily, 3 days for weekly, 11 days for monthly
	
	

	3
	Scan Settings Button
	Displays additional configuration entry at the next level when selected when the “Options” button is selecgted
	
	Button Available 
	Provides notice: Multiple computers are selected. Item selection is not available. Symantec AntiVirus will scan all files and folders.
	

	4
	File types to scan
	Radio button with two choices:

· All types
Scan all files

· Selected Extensions
Scan files with the selected extensions 

· Selected Types 
Scan files of selected types. The selections are:
Document Files
Display document files such as Microsoft Word, Excel, and other OLE document files that might include executable code. They have file name extensions such as .doc, .xls, and .htm.
Program Files
Display program files that are executable files. They have file name extensions such as .exe, .com, and .dll.
	
	All types
	All files provide the most protection and detection.  Selected extensions provide more specific range of files that will be included in an administrative scan. 
	

	4
	Action to perform when a Macro Virus is detected
	When the scan finds a file infected with a macro virus it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

Action has four options for selection:

· Clean virus from file
Attempt to remove the virus from the file

· Quarantine infected file
Move the file to the local quarantine

· Delete infected file
Delete the file 

· Leave alone (log only)
Leave the infection in place

If action fails there are three options:

· Quarantine infected file
· Delete infected file
· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	It is always best to try and remove the infection if possible. If not possible then it is best to quarantine files infected with Macro Viruses, as these are files that contain data that may need recovering.
	

	4
	Action to perform when a Non-Macro Virus is detected
	When the scan finds a file infected with a virus, or a file is a Trojan Horse or Computer Worm, it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

Action has four options for selection:

· Clean virus from file
· Quarantine infected file
· Delete infected file
· Leave alone (log only)
If action fails there are three options:

· Quarantine infected file
· Delete infected file

· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	It is always best to try and remove the infection if possible. If not possible then it is best to delete files infected with Non-Macro Viruses, as these are files that do not contain data and if needed are easily recovered from another source.
	

	4
	Actions to perform when Expanded Threats are detected
	When the scan finds a file falls within one of the expanded threat categories, it will attempt to perform a primary action on the file. If the action fails the threat is only logged.

Action has two options for selection:

· Delete infected file
Delete the file 

· Leave alone (log only)
Leave the threat in place 

If delete fails there is one option:

· Leave alone (log only)
	
	Leave Alone (log only)
	Initially leave alone until the threats in the environment are identified. Once it is determined that it is safe to do so change the Action to Delete infected file.
	

	4
	Scan for in-memory threats
	Checkbox to enable
	
	Unchecked
	Enable scans of running processes to identify and handle threats that are loaded into memory. Symantec AntiVirus can terminate the process and handle the associated threat-infected file based on the specified primary and secondary actions, depending on the type of threat identified. 

Removes threats that currently reside in memory that Auto-Protect was unable to detect and remove.
	

	4
	Scan for expanded threats
	Checkbox to enable 
	
	Unchecked
	Scan for threat categories specified, including spyware, adware, dialers, joke programs, remote access programs, hack tools, and trackware, and other security risks.  

Removes threats that are beyond the definition of malicious code but nonetheless may be considered security risks.
	

	5 
	Expanded Threat Exclusions
	Checkbox to enable for each category of threat to exclude from expanded threat scanning
	
	As Listed
	When Expanded Threats is invoked the following categories will be scanned and its corresponding checkbox is checked:

Security Risk (On)
Hack Tools
Spyware
Trackware
Dialers
Remote Access
Adware
Joke Programs
	

	4
	Display message on infected systems
	Checkbox to enable
	
	Enabled with default message
	Message button presented to customize or modify default message content
	

	5
	Display Message
	Default message content with variables
	
	As listed
	Default Message contains the following variables. Text may be added for additional content

Scan type:  [LoggedBy] Scan

Event:  [Event]

[VirusName]

File:  [PathAndFilename]

Location:  [Location]

Computer:  [Computer]

User:  [User]

Action taken:  [ActionTaken]

Date found: [DateFound]
	

	5
	Exclude selected files or folders
	Checkbox to enable
	
	Checked
	Specify the files or folders that you want to exclude from scanning, using file type extensions or a list of specific drives, folders, or files that you want to exclude.

To maximize protection no files are excluded from scanning initially until demonstrated that it is necessary. 
	

	6
	Extension Exclusions Field Entry box
	Field to enter extensions to exclude from scanning
	
	Blank
	Allows the extensions to be added to create a list of exclude first extensions


	

	6
	Folder Exclusions 
	Entry field to add directory paths
	
	Blank
	Each entry must be followed by a carriage return for each excluded folder
	

	4
	Throttle priority when not idle
	Sliders for:

Priority when idle

Priority when not idle
	
	Idle: 3

Not idle: 3
	Variable scale from values from 3 to 13

Controls CPU utilization of the scan when computer is not idle by Feature Selection the pre-emptive level of the scanning threads. A computer is considered not idle if user is logged on and a screensaver is not active.

When the workstation is in use the scanning threads should have the lowest priority to CPU clock cycles. This is accomplished with Feature Selection the pre-emptive level at the lowest Feature Selection.
	

	4
	Throttle NetWare Load
	Specifies the level of load on the server in which the scan will stop until the load decreases.
	
	40
	This Feature Selection does not apply to Client Scans.
	

	5
	Scan inside compressed files
	Scans compressed files and scan files within compressed files. Scan the file archive (such as Files.zip) as well as the individual files of the archive.
	
	Enabled to 3 levels of depth
	Will detect infected files that reside in compressed files and deal with them appropriately. Increasing the level of depth will increase scanning time.
	

	5
	Back up file before attempting repair
	Checkbox to enable

Make a backup copy of a file before attempting to repair. The backup copy is stored in the Quarantine folder until the file is repaired. If the original file is deleted the backup is removed. If the original file requires Quarantine it is instead deleted and the backup copy is flagged as Quarantined instead of as Backup.
	
	Checked
	Mitigates the risk of possible corruption of the original data if a system were to crash during the repair process.
	

	5
	Remote Options: Show scan progress on computer being scanned
	Checkbox to enable:

Display a scan progress window on client computers as they are scanned.
	
	Unchecked
	A background scan will cause fewer complaints.
	

	5
	Storage migration options for Windows 2000 and later
	Radio button to select: Choices are

Skip Offline files
Skip Offline and sparse files
Skip Offline and sparse files with a reparse point
Scan resident portions of offline and sparse files
Scan all files, forcing demigration (fills drive)
Scan all files without forcing demigration (slow)
Scan all files recently touched without forcing demigration



	
	Skip offline and sparse files
	Configures scan for compatibility with Hierarchical Storage Management (“HSM”) solutions so as to not adversely impact how these solutions function. HSM vendors provide guidance on use of one of the seven available options.

This Feature Selection does not apply to Client Scans.
	

	5
	Type of Access within the number of days selected
	When scan all files recently touched

Radio button: Choices

Accessed
Modified
Created
	
	Accessed
	Only when Scan all files recently touched is selected in the previous configuration are the type of access able to be chosen
	

	5
	Types of access – days
	Incremental field 
	
	30
	
	

	5
	Open files using backup semantics
	Checkbox to enable:

An additional HSM option Feature Selection that is sometimes required by the HSM vendor.
	
	Unchecked
	This Feature Selection does not apply to Client Scans.
	

	5
	Storage Migration Options
	Checkbox to enable

Scans Netware compressed or migrated files
	
	Unchecked
	Applies only to Netware
	


	Menu

Level
	Functionality/Option
	Feature Choices
	Feature 

Selection
	Default Feature Selection
	Description
	

	
	Pause Options
	Number of minutes scan can be paused (3-180)
	
	60
	Number of minutes scan can be paused (3-180)
	

	
	Snooze Options
	Number of times the scan can be snoozed (1-8)
	
	3
	Number of times the scan can be snoozed (1-8)
	


1.1 Client Auto-Protect Options

Note: By default all Auto-Protect options are unlocked. Unless noted otherwise all recommended Feature Selections are locked. Recommended Feature Selections are provided for both Workstations and Servers running SAV Client. Where the Feature Selections differ between Workstations and Servers it is noted, otherwise Feature Selections apply to both.

	Menu Level
	Functionality/Option
	Feature Choices
	Feature Selection
	Default Feature Selection
	Description
	Lock

	1
	Enable Autoprotect  (Clients)
	checkbox
	
	Enabled
	Enables File System Auto-Protect  that provides the best level of protection against infection.
	

	1
	Advanced Button
	Displays next level of configuration for AutoProtect
	
	Button Available
	
	

	2
	Advanced:

Startup Options
	Radio Button

System Start

Symantec Antivirus Start
	
	System Start
	Determines load order of Autoprotect during machine startup
	

	2
	Changes requiring Auto-Protect Reload
	Radio Button

Wait Until system restart

Stop and reload Auto-Protect
	
	Stop and reload Auto-Protect
	
	

	2
	Scan Files When
	Radio Button

Modified (Scan and Create)

Accessed (Scan on Create, open, move copy or run)
	
	Accessed
	Determines extent of Real Time scanning for OS calls to protect the file system
	

	2
	Opened for Backup
	Checkbox
	
	Unchecked
	Controls scanning when a Backup program accesses file to archive
	

	2
	For Leave Alone
	Checkbox
	
	Checked
	When log only action of file left alone – deletes upon creation
	

	2
	Preserve File Times
	Checkbox
	
	Checked
	File System will not change last access time (Prevents backup software from backing up unchanged files)
	

	2
	File Cache
	Radio Button:

Disable File Cache

Use Default Cache Size

Custom File Cache Entries
	
	Use Default
	The default file cache size is based on the computer's operating system and the amount of available disk space. 

Use the default file cache size setting for desktop computers and as close to the maximum setting as possible for servers. 

File caching decreases Auto-Protect's memory usage and can help you to track problems. Symantec AntiVirus adds a 16-byte entry to the cache index, which remains until Symantec AntiVirus detects a change to the file. 


	

	2
	Custom File Cache Entries Value
	Numeric Field (1 to 999999)
	
	0
	16K per entry – allows large number of files to be cached when Custom size selected
	

	2
	Threat Tracer – Enable Threat Tracer
	Checkbox
	
	Checked
	
	

	2
	Threat Tracer – Resolve Source Computer IP address
	Checkbox
	
	Checked
	
	

	2
	Threat Tracer – Poll for network every 
	Checkbox
	
	Checked
	
	

	2
	Threat Tracer Poll quantity
	Numeric field (1 to 999999999) in milli-seconds
	
	1000
	
	

	2
	Client Firewall auto blocks
	Checkbox to enable 
	
	Checked 
	Integrates the action of the Client Firewall when included with SAV protections to block an attempted attack
	

	2
	Automatic Enabler – When Auto-Protect is disabled, enable after
	Checkbox to enable
	
	Unchecked 
	Activates the feature of a timer when AutoProtect is disabled
	

	2
	Automatic Enabler - value
	Numeric field (3-60) in minutes
	
	5
	When activated the length of time until Auto-Protect is automatically re-enabled
	

	2
	Backup Options – Backup before attempting repair
	Checkbox to enable
	
	Checked
	SAV creates a backup copy of the file stored and flagged in the Quarantine directory before attempting a repair
	

	2
	Heuristics Button
	Displays the next level for Bloodhound scanning configuration
	
	Button Available
	
	

	3
	Heuristics Scanning Settings – Enable Bloodhound
	Checkbox to enable
	
	Checked
	Activates the Heuristics scanner
	

	3
	Bloodhound Sensitivity Settings
	Radio Button:

Minimum

Default

Maximum
	
	Default
	Changing the sensitivity of the heuristics scanning components increases the sensitivity with a higher risk of false positives or lowering the sensitivity increasing the risk of missed detections
	

	2
	Floppies Button
	Displays the next level of configuration for floppy drives
	
	Button Available
	
	

	3
	Floppies – Check floppies
	Checkbox to enable
	
	Checked
	
	

	3
	When a boot virus is found
	Picklist:

Clean Virus from Boot record

Leave alone (Log Only)
	
	Clean
	
	

	3
	Check floppies – System Shutdown settings
	Do not check floppies on shutdown checkbox
	
	Unchecked
	Checking this feature disables the automatic checking of floppy drives at shutdown
	

	2
	Monitor Button
	Displays the next configuration window
	
	Button Available
	Allows configuration of Virus-like monitors to detect characteristics of virus behaviour
	

	3
	Low-Level Format of hard disk
	Picklist:

Allow
Prompt
Don’t Allow
	
	Prompt
	Feature monitors requests to format the hard drive and follows the configuration setting
	

	3
	Write to hard disk boot records
	Picklist:

Allow
Prompt
Don’t Allow
	
	Prompt
	Monitors requests to write to hard disk boot sector and follows the configuration setting
	

	3
	Write to floppy disk boot records
	Picklist:

Allow
Prompt
Don’t Allow
	
	Allow
	Monitors requests to write to floppy disk boot sector and follows the configuration setting
	

	3
	Remove alert dialog after
	Checkbox to Enable

Incremental numeric field from 1 to 99 
	
	Unchecked

1
	When enabled the notification message is removed at the number of seconds shown
	

	1
	File types to scan
	Radio button with two choices:

· All types
Auto-Protect will scan all files

· Selected Extensions
Auto-Protect will only scan files with the selected extensions unless the SmartScan option is also selected in which case it will read the header of files to determine their file type. If it finds the file type is .EXE or .DOC it will scan the file even if the file extension is different from the configured file extensions to scan.
	
	All types
	Due to the fact that Office files can have any file extension or no file extension and still open and run macros it is necessary to scan all files. 


	

	1
	Extensions Button
	Displays configuration window to manage selected extensions 
	
	Button Available
	Availability of button is tied to selecting Selected for file type 
	

	1 
	Smart Scan when Selected extensions invoked

	Checkbox to enable
	
	Checked
	Smart Scan is enabled by default and allows scanning of a specific group of extensions that contain executable code and all *.exe and *.doc files. SmartScan reads each file’s header to determine its file type. It scans *.exe and *.doc files even if the file extensions for .exe and .doc files are renamed or changed by malicious code. 

Note: The SmartScan option  is available when scanning only Selected Extensions may miss macro infections in spreadsheets and other non-document Office application files.

If it is found necessary to create a special exception Client Group that scans only Selected Extensions then enable the SmartScan option.
	

	2
	Selected Extensions
	Entry field for extensions, programs and documents – Note: SmartScan functionality invoked when Selected Extensions are used
	
	386,ACM,ACV,ADT,AX,BAT,BIN,BTM,CLA,COM,CPL,CSC,CSH,DLL,DOC,DOT,DRV,EXE,HLP,HTA,HTM,HTML,HTT,INF,INI,JS,JSE,JTD,MDB,MP?,MSO,OBD,OBT,OCX,OV?,PIF,PL,PM,PDT,PPS,PPT,RTF,SCR,SH,SHB,SHS,SMM,SYS,VBE,VBS,VSD,VSS,VST,VXD,WSF,WSH,XL?
	Defines the specific extensions that the Selected Extension file scanning performs when enabled.  The entry fields allow for the management of extensions required to be scanned
	

	1
	Action to perform when a Macro Virus is detected
	Action has four options for selection using a picklist:

· Clean virus from file
Attempt to remove the virus from the file

· Quarantine infected file
Move the file to the local quarantine

· Delete infected file
Delete the file 

· Leave alone (log only)
Leave the infection in place but block the virus from loading into memory

If action fails there are three options using a picklist:

· Quarantine infected file
· Delete infected file
· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	When Auto-Protect finds an infected with a macro virus it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

It is always best to try and remove the infection if possible. If not possible then it is best to quarantine files infected with Macro Viruses, as these are files that contain data that may need recovering.
	

	1
	Action to perform when a Non-Macro Virus is detected
	Action has four options for selection:

· Clean virus from file
· Quarantine infected file
· Delete infected file
· Leave alone (log only)
If action fails there are three options:

· Quarantine infected file
· Delete infected file

· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	When Auto-Protect finds an infected with avirus, or a file detected as a Trojan Horse or Computer Worm, it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

It is always best to try and remove the infection if possible. If not possible then it is best to delete files infected with Non-Macro Viruses, as these are files that do not contain data and if needed are easily recovered from another source.
	

	1
	Display message on infected systems
	Notify the user when a virus is detected by displaying a warning message on the infected system’s screen.
	
	Enabled with default message
	Pop-up messages about infections create help desk calls. Logs will be reviewed to determine the presence of infections that were only logged.
	

	1
	Message Button
	Displays configuration window for message
	
	Button Available
	
	

	2
	Display Message 
	Custom or default content displayed when a detection occurs


	
	As listed
	The content of the message can be modified to include or exclude message tokens or other plain text  The default contents are:
Scan type:  [LoggedBy] Scan

Event:  [Event]

[VirusName]

File:  [PathAndFilename]

Location:  [Location]

Computer:  [Computer]

User:  [User]

Action taken:  [ActionTaken]

Date found: [DateFound]


	

	1
	Exclude selected files or folders
	Checkbox to enable
	
	Unchecked
	Allows Administrator to specify the files or folders that are to be excluded from scanning, using file type extensions or a list of specific drives, folders, or files are to be excluded. To maximize protection no files are excluded from scanning.
	

	2
	Exclusion Button
	Selection launches field entry for extensions or graphical directory representation of drives and folders
	
	Button Available
	If exclusions are necessary create a special exception Client Group to control systems receiving the exclusion Feature Selection. It is expected that many of the servers will reside in exception Client Groups with exclusions yet to determine.
	

	3
	Extension Exclusions Field Entry box
	Freeform field to add extensions
	
	
	Allows the extensions to be added to create a list of exclude first extensions


	

	3
	Graphical Directory Structure Selection by Checkbox or directory path entry field
	Displays existing directory structure to select (User GUI) or to list of directory path in SSC
	
	Display from System or blank field
	Directory or folder exclusions must be universal when added using the SSC
	

	1
	Drive types to scan on Workstations (Client Auto-Protect Options)
	Check the types of other drives to scan beyond the local hard drives on the desktops or laptops.

Network

Floppy

CD-ROM
	
	Checked

Checked

Unchecked
	Maximizes the level of protection. 

Concerns about scanning network access due to performance issues should be resolved by changing the Feature Selection on the affected servers and not on all the workstations.
	

	1
	Internet E-mail; Auto-Protect
	Checkbox to enable.
	
	Checked
	Increases email access significantly. File System Auto-Protect will detect infected attachments when attempting to remove or execute the attachment from email.
	  

	1
	Internet E-mail; File types to scan
	Radio button with three choices:

· All types
Auto-Protect will scan all files

· Selected Extensions
Auto-Protect will only scan files with the selected extensions unless the SmartScan option is also selected in which case it will read the header of files to determine their file type. If it finds the file type is .EXE or .DOC it will scan the file even if the file extension is different from the configured file extensions to scan.

· Selected Types
Checkboxes for Program Files and Document Files
	
	All types
	Note: Due to the fact that Office files can have any file extension or no file extension and still open and run macros it is necessary to scan all files. 


	

	1
	Internet E-mail Extensions button
	Displays next level of configuration when accessed
	
	Button Available
	
	

	2
	Internet E-mail; Selected Extensions
	Entry field for extensions categorized as programs or documents 
	
	386,ACM,ACV,ADT,AX,BAT,BIN,BTM,CLA,COM,CPL,CSC,CSH,DLL,DOC,DOT,DRV,EXE,HLP,HTA,HTM,HTML,HTT,INF,INI,JS,JSE,JTD,MDB,MP?,MSO,OBD,OBT,OCX,OV?,PIF,PL,PM,PDT,PPS,PPT,RTF,SCR,SH,SHB,SHS,SMM,SYS,VBE,VBS,VSD,VSS,VST,VXD,WSF,WSH,XL?
	The files affected most by malicious code and the associated extensions are listed as a default list when scanning by Selected Extensions is chosen
	

	1
	Internet E-mail; Types Button
	Displays the next level of configuration for file types
	
	Button Available
	
	

	2
	Internet E-mail; Selected Types
	Checkboxes to enable:

Document Files
Microsoft Word, Excel and other OLE document Files

Program Files
MS-DOS and windows application files
	
	Checked

Checked
	Document files: Display document files such as Microsoft Word, Excel, and other OLE document files that might include executable code. They have file name extensions such as .doc, .xls, and .htm. 

Program files: Display program files that are executable files. They have file name extensions such as .exe, .com, and .dll. 


	

	1
	Internet E-mail; Action to perform when a Macro Virus is detected
	Action has four options for selection using a picklist:

· Clean virus from file
Attempt to remove the virus from the file

· Quarantine infected file
Move the file to the local quarantine

· Delete infected file
Delete the file 

· Leave alone (log only)
Leave the infection in place but block the virus from loading into memory

If action fails there are three options using a picklist:

· Quarantine infected file
· Delete infected file
· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	When Auto-Protect finds an infected with a macro virus it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

It is always best to try and remove the infection if possible. If not possible then it is best to quarantine files infected with Macro Viruses, as these are files that contain data that may need recovering.
	

	1
	Internet E-mail; Action to perform when a Non-Macro Virus is detected
	Action has four options for selection:

· Clean virus from file
· Quarantine infected file
· Delete infected file
· Leave alone (log only)
If action fails there are three options:

· Quarantine infected file
· Delete infected file

· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	When Auto-Protect finds an infected firle with a virus, or a file is a Trojan Horse or Computer Worm, it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

It is always best to try and remove the infection if possible. If not possible then it is best to delete files infected with Non-Macro Viruses, as these are files that do not contain data and if needed are easily recovered from another source.
	

	1
	Internet E-mail; Action to perform for outbound Worm Heuristics
	Action has three actions for selection:

· Quarantine infected file

· Deleted infected file

· Leave alone (Log only)

If action fails there are twp options:

· Delete infected file

· Leave alone (Log only)
	
	Quarantine the infected file

Delete infected file
	Provides outbound email protection against threats such as worms that can distribute themselves using email applications. This type of scanning utilizes Bloodhound Virus Detection technology to successfully identify threats in outbound email messages. 


	

	1
	Internet E-mail; Display Message
	Checkbox to enable display of message
	Unchecked
	Checked
	
	

	1
	Internet E-mail: Message Button
	Displays message text box for editing
	
	Button Available
	
	

	2
	Internet E-mail Display Message on Infected Computer
	Content from variables in text format that can be customized
	
	As listed
	The content of the message can be modified to include or exclude message tokens or other plain text. The Default contents is:

Scan type:  [LoggedBy] Scan

Event:  [Event]

[VirusName]

File:  [PathAndFilename]

Location:  [Location]

Computer:  [Computer]

User:  [User]

Action taken:  [ActionTaken]

Date found: [DateFound]
	

	1
	Internet E-mail; Insert warning in E-Mail
	Checkbox to enable
	
	Checked

Warning button available
	Allows for customized warning that will be inserted into the email detected with an infected file
	

	1
	Internet E-mail; Insert warning Button
	Displays next level to configure key aspects of an email warning message
	
	Button Available
	
	 

	2
	Internet E-Mail; Email Message Insert Warning entry field
	Checkbox to change subject line to customized wording 

 - Add IT Plug

 - See Virus Alert Message.doc in sharepoint
	
	Unchecked
	Default Message:
Virus Found in message “[EmailSubject]”

Custom wording and/or message variables are allowed for customization
	 

	2
	Internet E-mail; Message Body
	Entry field for default or customized wording added to email message body
	
	As Listed
	Default body text:
Symantec AntiVirus found a virus in an attachment from [EmailSender].
	 

	2
	Internet E-mail; Message Body Infection information
	Entry field with default information regarding infection specifics that can  be customized
	
	As Listed
	Default text for infection information:
Attachment:  [OriginalAttachmentName]

[VirusName]

Action taken:  [ActionTaken]

File status:  [Status]
	 

	1
	Internet E-mail; Send E-mail to sender
	Checkbox to enable
	
	Unchecked
	
	 

	1
	Internet E-mail; Send E-mail to sender Settings Button
	Displays settings window to configure technical details to enable sending of email
	
	Button Unavailable until checkbox is checked
	When the checkbox to enable send email to sender is checked the button become available allowing the next level of configuration 
	

	2
	Internet E-mail notifications settings
	Configuration of email response messaging 

Email Server Tab entry fields

E-mail Message Tab content Fields

	
	
	Email:
Mail Server:

Mail port:

User Name:

Password

Reverse-path

Content:
Subject:

Message body:

Infection information:

Note: Infection information applies to all outgoing response messages
	

	1
	Internet E-mail Send email to selected
	Checkbox to enable
	
	Unchecked
	
	 

	1
	Internet E-mail Send email to selected Settings Button
	Displays next level of configuration when enabled
	
	Button Unavailable until checkbox is checked
	Button is not available until the checkbox to enable the feature is checked. The technical settings for sending to selected are displayed
	 

	2
	Internet E-mail send email to selected notifications settings
	Configuration of email response messaging 

Email Server Tab entry fields

Email Addresses Entry form

E-mail Message Tab content Fields

	
	
	Email:
Mail Server:

Mail port:

User Name:

Password

Reverse-path

Address Entry:
Individual Email Address listings using Add or Remove buttons manipulating list

Content:
Subject:

Message body:

Infection information:

Note: Infection information applies to all outgoing response messages
	

	1
	Internet E-mail Auto-Protect Advanced Button
	Displays next level of configuration for advanced Auto-Protect features
	
	Button Available
	
	

	2
	Internet E-mail Advanced Options
	When Scanning Compressed Files Checkbox:
When checkbox checked scanning expand number levels deep with Numeric field incrementer (1 to 10)

Server Port Numbers:
Incoming Server (POP3)

Outgoing Server (SMTP)

Outbound Worm Heuristics Checkbox

Progress window display Checkbox

Display Tray Icon Checkbox
	
	Checked

3

110

25

Checked

Checked

Checked
	The Auto-Protect for Internet E-mail functions in the same respects as the file system protection.  Additional specifications must be added relative to the ports used by Internet E-mail
	

	2
	Internet E-mail Advanced Options Use Defaults Button
	When configuring ports the button resets to industry defaults
	
	Button Available
	This button resets the ports to the default settings 
	

	1
	Lotus Notes Auto-Protect
	Checkbox to enable
	
	Enabled
	Increases email access significantly. File System Auto-Protect will detect infected attachments when attempting to remove or execute the attachment from email.
	

	1
	Lotus Notes; File types to scan
	Radio button with two choices:

· All types
Auto-Protect will scan all files

· Selected Extensions
Auto-Protect will only scan files with the selected extensions unless the SmartScan option is also selected in which case it will read the header of files to determine their file type. If it finds the file type is .EXE or .DOC it will scan the file even if the file extension is different from the configured file extensions to scan.

· Selected Types
Checkboxes for Program Files and Document Files
	
	All types
	Note: Due to the fact that Office files can have any file extension or no file extension and still open and run macros it is necessary to scan all files. 


	1

	1
	Lotus Notes E-mail Extensions button
	Displays next level of configuration when accessed
	
	Button Available
	
	

	2
	Lotus Notes; Selected Extensions
	Entry field for extensions categorized as programs or documents 
	
	386,ACM,ACV,ADT,AX,BAT,BIN,BTM,CLA,COM,CPL,CSC,CSH,DLL,DOC,DOT,DRV,EXE,HLP,HTA,HTM,HTML,HTT,INF,INI,JS,JSE,JTD,MDB,MP?,MSO,OBD,OBT,OCX,OV?,PIF,PL,PM,PDT,PPS,PPT,RTF,SCR,SH,SHB,SHS,SMM,SYS,VBE,VBS,VSD,VSS,VST,VXD,WSF,WSH,XL?
	The files affected most by malicious code and the associated extensions are listed as a default list when scanning by Selected Extensions is chosen
	

	1
	Lotus Notes E-mail; Types Button
	Displays the next level of configuration for file types
	
	Button Available
	
	

	2
	Lotus Notes; Selected Types
	Checkboxes to enable:

Document Files
Microsoft Word, Excel and other OLE document Files

Program Files
MS-DOS and windows application files
	
	
	Document files: Display document files such as Microsoft Word, Excel, and other OLE document files that might include executable code. They have file name extensions such as .doc, .xls, and .htm. 

Program files: Display program files that are executable files. They have file name extensions such as .exe, .com, and .dll. 


	

	1
	Lotus Notes; Action to perform when a Macro Virus is detected
	Action has four options for selection using a picklist:

· Clean virus from file
Attempt to remove the virus from the file

· Quarantine infected file
Move the file to the local quarantine

· Delete infected file
Delete the file 

· Leave alone (log only)
Leave the infection in place but block the virus from loading into memory

If action fails there are three options using a picklist:

· Quarantine infected file
· Delete infected file
· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	When Auto-Protect finds an infected file with a macro virus it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

It is always best to try and remove the infection if possible. If not possible then it is best to quarantine files infected with Macro Viruses, as these are files that contain data that may need recovering.
	

	1
	Lotus Notes; Action to perform when a Non-Macro Virus is detected
	Action has four options for selection:

· Clean virus from file
· Quarantine infected file
· Delete infected file
· Leave alone (log only)
If action fails there are three options:

· Quarantine infected file
· Delete infected file

· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	When Auto-Protect finds an infected file infected with a virus, or a file is a Trojan Horse or Computer Worm, it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

It is always best to try and remove the infection if possible. If not possible then it is best to delete files infected with Non-Macro Viruses, as these are files that do not contain data and if needed are easily recovered from another source.
	

	1
	Lotus Notes; Display Message
	Checkbox to enable display of message
	
	
	
	

	1
	Lotus Notes E-mail: Message Button
	Displays message text box for editing
	
	Button Available
	
	

	2
	Lotus Notes; Display Message on Infected Computer
	Content from variables in text format that can be customized
	
	As listed
	The content of the message can be modified to include or exclude message tokens or other plain text 

The Default content is:

Scan type:  [LoggedBy] Scan

Event:  [Event]

[VirusName]

File:  [PathAndFilename]

Location:  [Location]

Computer:  [Computer]

User:  [User]

Action taken:  [ActionTaken]

Date found: [DateFound]
	

	1
	Lotus Notes; Insert warning in E-Mail
	Checkbox to enable
	
	
	
	

	1
	Lotus Notes E-mail; Insert warning Button
	Displays next level to configure key aspects of an email warning message
	
	Button Available
	
	

	2
	Lotus Notes; Email Message Insert Warning entry field
	Checkbox to change subject line to customized wording 
	
	Unchecked
	Default Message:
Virus Found in message "[EmailSubject]"

Custom wording and/or message variables are allowed for customization
	

	2
	Lotus Notes; Message Body
	Entry field for default or customized wording added to email message body
	
	
	Default body text:
Symantec AntiVirus found a virus in an attachment from [EmailSender].
	

	2
	Lotus Notes; Message Body Infection information
	Entry field with default information regarding infection specifics that can  be customized
	
	
	Default text for infection information:
Attachment:  [OriginalAttachmentName]

[VirusName]

Action taken:  [ActionTaken]

File status:  [Status]
	

	1
	Lotus Notes; Send E-mail to sender
	Checkbox to enable
	
	Unchecked
	
	

	1
	Lotus Notes; Send E-mail to sender Compose Button
	Displays configuration window to add email content 
	
	Button Unavailable until Checkbox enabled
	Allows the configuration of the email subject, body and infection variables
	

	2
	Email Message content configuration entry fields
	Subject: 

Message Body

Infection information
	
	Standard subject

Standard body content

Standard infection variables
	Virus Found in message "[EmailSubject]"

Symantec AntiVirus found a virus in an attachment you ([EmailSender]) sent to [EmailRecipientList].

Attachment:  [OriginalAttachmentName]

[VirusName]

Action taken:  [ActionTaken]

File status:  [Status]
	

	1
	Lotus Notes; Send email to selected
	Checkbox to enable
	
	Unchecked
	
	

	1
	Lotus Notes; Send email to selected Settings Button
	Displays next level to configure Notes email 
	
	Button Unavailable until checkbox enabled
	
	

	2
	Lotus Notes; Send email to selected notifications settings
	Configuration of email response messaging 

Email Addresses Entry form

E-mail Message Tab content Fields

	
	Blank

Blank
	Address Entry:
Individual Email Address listings using Add or Remove buttons manipulating list

Content:
Subject:

Message body:

Infection information:

Note: Infection information applies to all outgoing response messages
	

	1
	Lotus Notes E-mail Auto-Protect Advanced Button
	Displays next level of configuration for advanced Auto-Protect features
	
	Button Available
	
	

	2
	Lotus Notes; Advanced Options
	When Scanning Compressed Files Checkbox:
When checkbox checked scanning expand number levels deep with Numeric field incrementer (1 to 10)


	
	Checked

3
	The Auto-Protect for Lotus Notes email functions in the same respects as the file system protection.  Additional specifications must be added relative to the ports used by Lotus Notes E-mail
	

	1
	Microsoft Exchange; Auto-Protect
	Checkbox to enable
	
	Enabled
	Increases email access significantly. File System Auto-Protect will detect infected attachments when attempting to remove or execute the attachment from email.
	

	1
	Microsoft Exchange; File types to scan
	Radio button with two choices:

· All types
Auto-Protect will scan all files

· Selected Extensions
Auto-Protect will only scan files with the selected extensions unless the SmartScan option is also selected in which case it will read the header of files to determine their file type. If it finds the file type is .EXE or .DOC it will scan the file even if the file extension is different from the configured file extensions to scan.

· Selected Types
Checkboxes for Program Files and Document Files
	
	All types
	Note: Due to the fact that Office files can have any file extension or no file extension and still open and run macros it is necessary to scan all files. 


	1

	1
	Microsoft Exchange E-mail Extensions button
	Displays next level of configuration when accessed
	
	Button Available
	
	

	2
	Microsoft Exchange; Selected Extensions
	Entry field for extensions categorized as programs or documents 
	
	386,ACM,ACV,ADT,AX,BAT,BIN,BTM,CLA,COM,CPL,CSC,CSH,DLL,DOC,DOT,DRV,EXE,HLP,HTA,HTM,HTML,HTT,INF,INI,JS,JSE,JTD,MDB,MP?,MSO,OBD,OBT,OCX,OV?,PIF,PL,PM,PDT,PPS,PPT,RTF,SCR,SH,SHB,SHS,SMM,SYS,VBE,VBS,VSD,VSS,VST,VXD,WSF,WSH,XL?
	The files affected most by malicious code and the associated extensions are listed as a default list when scanning by Selected Extensions is chosen
	

	1
	Microsoft Echange E-mail; Types Button
	Displays the next level of configuration for file types
	
	Button Available
	
	

	2
	Microsoft Exchange; Selected Types
	Checkboxes to enable:

Document Files
Microsoft Word, Excel and other OLE document Files

Program Files
MS-DOS and windows application files
	
	Checked

Checked
	Document files: Display document files such as Microsoft Word, Excel, and other OLE document files that might include executable code. They have file name extensions such as .doc, .xls, and .htm. 

Program files: Display program files that are executable files. They have file name extensions such as .exe, .com, and .dll. 


	

	1
	Microsoft Exchange; Action to perform when a Macro Virus is detected
	When Auto-Protect finds through scanning that a file is found infected with a macro virus it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

Action has four options for selection using a picklist:

· Clean virus from file
Attempt to remove the virus from the file

· Quarantine infected file
Move the file to the local quarantine

· Delete infected file
Delete the file 

· Leave alone (log only)
Leave the infection in place but block the virus from loading into memory

If action fails there are three options using a picklist:

· Quarantine infected file
· Delete infected file
· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	It is always best to try and remove the infection if possible. If not possible then it is best to quarantine files infected with Macro Viruses, as these are files that contain data that may need recovering.
	

	1
	Microsoft Exchange; Action to perform when a Non-Macro Virus is detected
	When Auto-Protect finds through scanning that a file is found infected with a infected with a virus, or a file is a Trojan Horse or Computer Worm, it will attempt to perform a primary action on the file. If the primary action fails it will attempt a secondary action. If the secondary action fails the infection is only logged.

Action has four options for selection:

· Clean virus from file
· Quarantine infected file
· Delete infected file
· Leave alone (log only)
If action fails there are three options:

· Quarantine infected file
· Delete infected file

· Leave alone (log only)
	
	Clean virus from file and Quarantine infected file if that action fails
	It is always best to try and remove the infection if possible. If not possible then it is best to delete files infected with Non-Macro Viruses, as these are files that do not contain data and if needed are easily recovered from another source.
	

	1
	Microsoft Exchange; Display Message
	Checkbox to enable display of message
	
	Checked
	
	

	1
	Microsoft Exchange E-mail: Message Button
	Displays message text box for editing
	
	Button Available
	
	

	2
	Microsoft Exchange; Display Message on Infected Computer
	Content from variables in text format that can be customized

- Add IT Plug

See Virus Alert Message.doc in sharepoint
	
	As listed
	The content of the message can be modified to include or exclude message tokens or other plain text. The Default content is:

Scan type:  [LoggedBy] Scan

Event:  [Event]

[VirusName]

File:  [PathAndFilename]

Location:  [Location]

Computer:  [Computer]

User:  [User]

Action taken:  [ActionTaken]

Date found: [DateFound]
	 X

	1
	Microsoft Exchange; Insert warning in E-Mail
	Checkbox to enable
	
	Unchecked
	
	

	1
	Microsoft Exchange E-mail; Insert warning Button
	Displays next level to configure key aspects of an email warning message
	
	Button Available
	
	

	2
	Microsoft Exchange Email Message; Insert Warning entry field
	Checkbox to change subject line to customized wording 
	
	Unchecked
	Default Message:
Virus Found in message "[EmailSubject]"

Custom wording and/or message variables are allowed for customization
	

	2
	Microsoft Exchange; Message Body
	Entry field for default or customized wording added to email message body
	
	As listed
	Default body text:
Symantec AntiVirus found a virus in an attachment from [EmailSender].
	

	2
	Microsoft Exchange; Message Body Infection information
	Entry field with default information regarding infection specifics that can  be customized
	
	As listed
	Default text for infection information:
Attachment:  [OriginalAttachmentName]

[VirusName]

Action taken:  [ActionTaken]

File status:  [Status]
	

	1
	Microsoft Exchange; Send E-mail to sender
	Checkbox to enable
	
	Unchecked
	
	

	1
	Microsoft Exchange E-mail; Send E-mail to sender Compose Button
	Displays settings window to configure technical details to enable sending of email
	
	Button Unavailable until checkbox is checked
	When the checkbox to enable send email to sender is checked the button become available allowing the next level of configuration 
	

	2
	Microsoft Exchange Email Message content configuration entry fields
	Subject: 

Message Body

Infection information
	
	Standard subject

Standard body content

Standard infection variables
	Virus Found in message "[EmailSubject]"

Symantec AntiVirus found a virus in an attachment you ([EmailSender]) sent to [EmailRecipientList].

Attachment:  [OriginalAttachmentName]

[VirusName]

Action taken:  [ActionTaken]

File status:  [Status]
	

	1
	Microsoft Exchange E-mail Send email to selected
	Checkbox to enable
	
	Unchecked
	
	

	1
	Microsoft Exchange; Send email to selected Settings Button
	Displays next level to configure Notes email 
	
	Button Unavailable until checkbox enabled
	
	

	2
	Microsoft Exchange; Send email to selected notifications settings
	Configuration of email response messaging 

Email Addresses Entry form

E-mail Message Tab content Fields

	
	Blank

Blank
	Address Entry:
Individual Email Address listings using Add or Remove buttons manipulating list

Content:
Subject:

Message body:

Infection information:

Note: Infection information applies to all outgoing response messages
	

	2
	Microsoft Exchange; Auto-Protect Advanced Options
	When Scanning Compressed Files Checkbox:
When checkbox checked scanning expand number levels deep with Numeric field incrementer (1 to 10)


	
	Checked

3
	The Auto-Protect for Lotus Notes email functions in the same respects as the file system protection.  Additional specifications must be added relative to the ports used by Microsoft E-mail
	


1.2 Client Administrator Only Options

	Menu Level
	Functionality/Option
	Feature Choices
	Feature Selection
	Default Feature Selection
	Description
	Lock

	1
	Show Symantec AntiVirus icon on desktop
	Checkbox to 
	
	Unchecked
	Enables the display of the icon in the Windows taskbar on the client computer.

The user or the help desk can utilize this to quickly ascertain the status of the antivirus client.
	

	1
	Display message when definitions are outdated
	Checkbox to enable
	
	Unchecked

Warning Message button available
	When Definitions are updated frequently in the environment, this option will prompt the user to contact someone who can determine why the system is not automatically updating. Individuals coming back from extended time away (such as vacation or holiday) will receive this message when first starting their system. 
	

	2
	Warning Message
	Content of Message to display when triggered
	
	Your virus definitions are currently out of date. Please contact your system administrator on how to update them.
	Customized message can be displayed by editing the message text.  Actions to be taken can be given in the text of the message.
	

	1
	Snooze scheduled scans when running on batteries
	Checkbox to enable
	
	Enabled
	Delays scheduled scans when the client computer is running on batteries. The scan restarts from the beginning when the client computer is plugged into an outlet and turned on.Note: hard drive scans are disk intensive and will quickly deplete battery life, affecting productivity.
	

	1
	Lock ability of users to unload Symantec AntiVirus services
	Checkbox to enable
	
	Enabled
	This feature will prevent users from disabling Symantec AntiVirus services from the Symantec AntiVirus interface. This will not prevent users with the proper rights from disabling the services from the system services interface. Normal users should not have the ability to unload Symantec AntiVirus services, as this will leave the system open to infection.
	

	1
	Ask for password to allow uninstall of Symantec AntiVirus client
	Checkbox to enable
	
	Enabled
	Prevents users from uninstalling Symantec AntiVirus unless they know the password. Normal users should not have the ability to unload Symantec AntiVirus services, as this will leave the system open to infection. Only authorized users with the password should have this ability.
	

	2
	Change Button
	
	
	Button Available
	
	

	3
	Entry Fields
	Displays entry and confirmation fields in window for password
	
	*********
	The password can be changed by entering the existing password and then the new password. Note: avoid typo errors since this is a single entry and no confirmation checking exists
	

	1
	Ask for password to scan a mapped network drive
	Checkbox to enable
	
	Checked
	Prevents users from initiating a scan of mapped network drives unless they know the password. Normal users should not have the ability to scan mapped network drives as this consumes network bandwidth. Only authorized users with the password and knowledge of which folders on the target server requires exclusion from scanning should scan mapped network drives.
	

	2
	Change Button
	Button when clicked displays next window to manage password
	
	Button Availalbe
	The password can be changed by entering the existing password and then the new password. Note: avoid typo errors since this is a single entry and no confirmation checking exists
	

	3
	Entry Fields
	Displays entry and confirmation fields in window for password
	
	*********
	The password can be changed by entering the existing password and then the new password. Note: avoid typo errors since this is a single entry and no confirmation checking exists
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