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Abstract: In this talk, | will introduce a novel attack vector that we recently discovered.
The attack can cause denial-of-service between a serverless computing platform and an
external content server or another cloud computing platform. The attack exploits the fact
that a serverless computing platform shares the same set of egress IPs among all
serverless functions, which belongs to different users, to access an external content
server. As a result, a malicious user on this platform can purposefully misbehave and
cause these egress IPs to be blocked by the content server, resulting in platform-wide
denial of service. The discovery of this attack unveiled a potential security threat on the
emerging serverless computing platform. | will also discuss potential mitigation
approaches at the end of this talk.
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